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ThinkCyber International — Training program

In today's fast-paced digital world, staying current with the rapid growth of technology is of
the utmost importance. The Cyberium Cybersecurity training programs, developed by Israeli
Cybersecurity leader ThinkCyber, aim to bridge this knowledge gap. These programs offer
extensive learning experiences in a wide range of cyber fields.

The training programs contain advanced simulation exercises that provide hands-on
experience in a safe environment, ensuring that trainees acquire practical skills in addition to
theoretical knowledge.

ThinkCyber implements state-of-the-art assessment systems in Cyberium training programs
that track and evaluate the progress of training participants. This enables the identification of
participants' strengths and weaknesses and the customization of training according to their needs.
Generated reports provide invaluable guidance for both learners and instructors, supporting
personalized learning and continuous improvement.

Cyber course packages:

Level 1

These training modules serve as a robust introduction to the essentials of digital technology,
providing learners with a solid foundation to build upon.

Intro to Cyber — XE101 Module 1: Intro to Networks
This module delves into the basic of digital
Intro to Cyber is a foundational course that communication. Learners will understand digital
introduces learners to the fundamental concepts |sizes and binary, the language of computers. The
of Cybersecurity. The syllabus is designed to module also demystifies IP addresses,
provide a comprehensive understanding of the |differentiating between private, public, and
diverse aspects of the digital networking and general addresses. Furthermore, it explores
security landscape. network services, common protocols, DNS, and
DHCEP, setting a firm foundation for
(Duration 16h) understanding how digital networks operate:

Digital Sizes, Binary, IP Addresses, Private
Addresses, Public Addresses, General
Addresses, Network Services, Services,
Common Protocols, DNS, DHCP

Module 2: Network Security

This module offers a hands-on approach to
understanding Cybersecurity. Using tools such
as Shodan and Google Dorks, learners will learn
how to search the internet for sensitive
information, demonstrating the vulnerability of
digital data. The module also explores hashes,
their uses, and different hash functions.
Additionally, learners will familiarize
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themselves with encoding techniques like Hex
and Base64, which play a significant role in data
security.

Shodan, Searching with Shodan, Google Dorks,
How Google Works, Basic Queries, Finding,
Sensitive Information, Hash, The Use of Hash,
Different Hash Functions, Encoding, Hex,
Base64

Module 3: Network Data

This module gives an in-depth understanding of
network data analysis. Through hands-on
practice with Command Prompt and Wireshark,
students will learn how to examine and interpret
network traffic. The module also introduces the
OSI and TCP/IP models, integral frameworks in
understanding network communication. Lastly,
learners will master the use of Wireshark filters
and statistics for effective data analysis.

Command Prompt, OSI and TCP/IP Model,
Network Traffic, Wireshark Basics, Wireshark
Filters, Wireshark Statistics

Linux Fundamentals — XE103

This training is geared towards introducing the
Linux environment. The Linux Basics program
aims to assist users with no prior experience,
enabling them to get familiar with Linux and the
rudiments of automation scripting.

(Duration 16h)

Module 1: Command-Line

This module presents a comprehensive guide to
understanding Linux, covering topics from its
historical development, various distributions,
basic commands, and terminal use to more
complex topics such as file permissions, text
manipulation, and handling archives. It aims to
provide foundational knowledge for effectively
working within the Linux environment.

Introduction, History of Linux, Linux
Distributions, The Terminal, Basic Commands,
Permissions, Text Manipulation, Working with
Archives

Module 2: Bash Scripting

This module introduces the fundamental aspects
of Bash scripting, starting from basic
programming principles, crafting Bash scripts,
obtaining user input, and performing
mathematical operations, to utilizing logic
statements and manipulating environment
variables. It's designed to equip learners with the
necessary skills to automate tasks in a Unix-like
operating system.
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Bash Scripting, Introduction to Programming,
Writing Bash Scripts, Getting User Input,
Performing Math, Logic Statements,
Environment Variables

Module 3: Networking

This outline provides a hands-on guide to
network troubleshooting and configuring,
starting from basic network problem diagnosis
to package management in Linux systems. It
includes practical examples of installing Debian
packages and using the Advanced Packaging
Tool (APT) for software management.

Network Troubleshooting, Network
Configuring, Basic Network Troubleshooting,
Package Management, Installing Deb Packages,
Using the APT

Python Fundamentals XE105

Python, a user-friendly language widely
employed for tool creation in various domains
including Cybersecurity, is the focus of this
program. It offers learners a foundational grasp
of programming logic and equips them with the
skills to write basic scripts, thereby elevating
their programming proficiency to a higher level.

(Duration 16h)

Module 1: Introduction to Python

This module presents an introduction to Python
programming, starting from its installation,
understanding variables and Booleans, to
exploring more complex data types like
dictionaries and tuples. It further delves into the
concept of loops, essential for creating repetitive
tasks and workflows in Python.

Introduction, Installing of Python, Variables and
Booleans, Dictionaries and Tuples, Loops

Module 2: Conditions and Functions

This module delves deeper into Python
programming with a focus on conditionals and
loop constructs, including 'while' and 'for' loops.
It then expands on scoping, subroutines, various
aspects of function usage, including handling
external functions and exceptions, important for
robust and efficient programming.

Conditions, Conditional Statements, While and
For Loops, Scoping and Subroutines, Functions,
Working with Functions, External Functions,
Exceptions

Module 3: Files I/0O

This module guides learners through the
utilization of Python modules with a focus on
file handling—reading and extracting data from
files and writing into them. It additionally delves
into the usage of the OS module, which allows
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Python scripts to interact with the operating
system.

Python Modules, Reading Files, Extracting
Data, Writing into Files, The OS Module

Web Application Fundamentals

Welcome to our Web Application Fundamentals
program, a comprehensive journey into the core
technologies behind web development with a
strong emphasis on cybersecurity. This course
covers essential protocols, client-side and
server-side technologies, and database
management, all while prioritizing best practices
in secure coding. Prepare to dive deep into
HTTP/HTTPS, HTML, CSS, JavaScript, PHP,
and MySQL, as we build a solid foundation for
developing secure and reliable web applications.

(Duration 40h)

Module 1: HTTP/HTTPS Basics

This module covers the basics of web
communication using the HTTP and HTTPS
protocols. Participants will analyze requests and
responses, learn how methods and status codes
work, and the principles of secure
communication over TLS/SSL. It also includes
hands-on use of tools such as cURL, Inspect
Tool, and Wireshark for traffic analysis.

Topics:

HTTP Headers, Methods, Status Codes, Secure
Headers, TLS/SSL, cURL, Inspect Tool,
Wireshark

Module 2: HTML, CSS, and Client-Side Security
This module introduces the fundamentals of
HTML and CSS — document structure, elements,
attributes, and styling. Special attention is paid
to vulnerabilities such as HTML injection and
SVG security. Participants will master best
practices for validating user input on the client
side.

Topics:
HTML Structure, CSS Styling, RGB Model,
HTML Injection, SVG Security, Input Validation

Module 3: JavaScript and the DOM

This module examines JavaScript as a language
for creating interactive web applications.
Participants will learn how to use the DOM to
manipulate elements and build defenses against
XSS attacks. Techniques for debugging and
validating web page behavior are presented.

Topics:

Variables, Functions, Loops, Scoping, DOM
Manipulation, Event Listeners, XSS Prevention,
Console Debugging

Module 4: PHP and Server-Side Security

This module introduces the fundamentals of
PHP and its integration with HTML. It covers
form handling and implementing security
through input filtering, phishing prevention, and
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session security. Participants will learn basic
practices for secure server-side programming.

Topics:

PHP Syntax, Embedding PHP, Form Handling,
Input Sanitization, Session Security, Error
Handling

Module 5: SQL and Databases

Participants will build knowledge on working
with MySQL — from installation to advanced
queries. The main focus is on secure data
management and preventing SQL injections
through parameterized queries and access
control.

Topics:

MySQL Setup, Database Operations, Data
Filtering, SQL Injection Prevention, Secure
Queries

Web Application Fundamentals

Welcome to our Web Application Fundamentals
program, a comprehensive journey into the core
technologies behind web development with a
strong emphasis on cybersecurity. This course
covers essential protocols, client-side and
server-side technologies, and database
management, all while prioritizing best practices
in secure coding. Prepare to dive deep into
HTTP/HTTPS, HTML, CSS, JavaScript, PHP,
and MySQL, as we build a solid foundation for
developing secure and reliable web applications.

(Duration 40h)

Module 1: HTTP/HTTPS Basics

This module covers the basics of web
communication using the HTTP and HTTPS
protocols. Participants will analyze requests and
responses, learn how methods and status codes
work, and the principles of secure
communication over TLS/SSL. It also includes
hands-on use of tools such as cURL, Inspect
Tool, and Wireshark for traffic analysis.

Topics:

HTTP Headers, Methods, Status Codes, Secure
Headers, TLS/SSL, cURL, Inspect Tool,
Wireshark

Module 2: HTML, CSS, and Client-Side Security
This module introduces the fundamentals of
HTML and CSS — document structure, elements,
attributes, and styling. Special attention is paid
to vulnerabilities such as HTML injection and
SVG security. Participants will master best
practices for validating user input on the client
side.

Topics:
HTML Structure, CSS Styling, RGB Model,
HTML Injection, SVG Security, Input Validation

Module 3: JavaScript and the DOM

This module examines JavaScript as a language
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for creating interactive web applications.
Participants will learn how to use the DOM to
manipulate elements and build defenses against
XSS attacks. Techniques for debugging and
validating web page behavior are presented.

Topics:

Variables, Functions, Loops, Scoping, DOM
Manipulation, Event Listeners, XSS Prevention,
Console Debugging

Module 4: PHP and Server-Side Security

This module introduces the fundamentals of
PHP and its integration with HTML. It covers
form handling and implementing security
through input filtering, phishing prevention, and
session security. Participants will learn basic
practices for secure server-side programming.

Topics:

PHP Syntax, Embedding PHP, Form Handling,
Input Sanitization, Session Security, Error
Handling

Module 5: SQL and Databases

Participants will build knowledge on working
with MySQL — from installation to advanced
queries. The main focus is on secure data
management and preventing SQL injections
through parameterized queries and access
control.

Topics:

MySQL Setup, Database Operations, Data
Filtering, SQL Injection Prevention, Secure
Queries

Al Fundamentals — XE109

The Al Fundamentals course explores the
transformative role of artificial intelligence (AI)
in cybersecurity. Participants will explore core
concepts in machine learning, deep learning, and
natural language processing, applying them to
solve real-world cybersecurity challenges. The
training will provide a practical understanding of
how AI can be used to automate threat detection,
improve defenses, and support decision-making,
while also highlighting the limitations of the
technology.

Module 1: Introduction to Al

The module introduces participants to the
fundamentals of artificial intelligence, its history
and importance in modern industries. The basic
concepts of machine learning (ML) and deep
learning (DL) are examined, as well as their
applications. Natural language processing (NLP)
is also in focus, with an emphasis on its role in
data analysis and the automation of text-based
processes.

Topics:
Al Concepts, History, Machine Learning, Deep
Learning, Natural Language Processing
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(Duration: 40 hours) Module 2: Al Libraries Overview

This module introduces key libraries used in Al
projects. Participants will learn how to use
NumPy and Pandas for data processing, and
Matplotlib and Seaborn for visualization. It also
covers the basics of TensorFlow and PyTorch,
leading libraries for building and training ML
models.

Topics:
Data Handling with NumPy & Pandas, Data
Visualization, TensorFlow, PyTorch

Module 3: Machine Learning Workflow

The module walks through the entire machine
learning lifecycle: from data preprocessing,
through model building and optimization, to
evaluating results and applying predictions to
real-world cases. Participants will learn a
structured approach to developing ML solutions.

Topics:
Data Preprocessing, Model Training,
Performance Evaluation, Making Predictions

Module 4: Prompt Engineering Fundamentals
Participants will learn how to create effective
prompts for AI models. Real-world applications
such as generating content for blogs, incident
reports, and awareness campaigns are covered.
The module includes techniques for optimizing
Al responses and increasing accuracy.

Topics:
Prompt Crafting, Use Cases in Cybersecurity,
Optimization Strategies

Module 5: Al in Cybersecurity

Focus on the integration of Al in cyber security
— how algorithms help in threat detection,
incident response and decision making. In
addition to the benefits, participants will also
learn about the limitations and risks of applying
Al in critical environments.

Topics:
Al Integration in Cybersecurity, Use Cases and
Limitations

Module 6: Al-Powered Tools
This module provides an overview of modern
Al-powered tools with applications in chat
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support, content generation, image and video
editing. Participants will test and use real Al
platforms in a hands-on environment.

Topics:
Al Chat Assistants, AI Content Generation,
Image and Video Editing Tools

Level 2

This training offers a comprehensive journey through Linux, networking, network security, and
cyber security. It covers virtualization with a Linux focus, key networking protocols, and network
services. It further delves into network scanning and attack strategies, concluding with network
attacks, defense techniques, and firewall operations. This is an essential course for aspiring
Cybersecurity professionals.

Network Research NX201

The Network Research program is designed to
introduce learners to the fundamental aspects of
information security, employing Linux as a
primary tool and providing exposure to various
security threats.

(Duration 40h)

Module 1: Intro to Linux

This module offers a deep dive into key
networking protocols and services. It starts by
exploring the TCP/IP model, followed by
detailed examinations of DNS, DHCP, and ARP
protocols, then transitions into network services,
providing insights into the workings of SSH,
FTP, and the Apache web server. This
comprehensive study of networking equips
learners with crucial knowledge for managing
and securing digital networks.

Virtualization, Introduction to Virtualization,
About Linux Distro, Installing Linux, Working
with VMWare, Bridged vs. NAT, Working with
Linux, Linux Directories, Linux Users,
Packages, File Manipulation Commands, Text
and File Manipulation Technics, Linux Scripts
and Automation

Module 2: Networking

This module offers a deep dive into key
networking protocols and services. It starts by
exploring the TCP/IP model, followed by
detailed examinations of DNS, DHCP, and ARP
protocols, then transitions into network services,
providing insights into the workings of SSH,
FTP, and the Apache web server. This
comprehensive study of networking equips
learners with crucial knowledge for managing
and securing digital networks.

Protocols, TCP/IP Model, DNS, DHCP, ARP,
Network Services, SSH, FTP, Apache
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Module 3: Network Security

This module dives into network scanning and
attack techniques. It starts with Nmap and
Masscan, powerful tools for network scanning,
then covers brute force and offline attack
strategies. This course offers invaluable skills
for network security testing.

Scanning, Nmap, Masscan, Brute Force, Offline
Attacks, Creating Wordlists, Wireshark, Filtering
and Parsing, Extracting Objects

Module 4: Cyber Security

This module delves into various network attacks
and defense techniques. It covers Man-in-the-
Middle (MiTM) and ARP Poisoning strategies,
service brute-forcing, and analysis of
cyberattacks. Learners are introduced to reverse
and bind payloads, and hands-on training with
Msfvenom and Msfconsole. Finally, it explores
firewall operation, including port blocking and
device monitoring, imparting critical skills for
network security.

Network Attacks, MiTM, ARP Poisoning,
Service Brute-Force, Analyzing Attacks, Cyber
Attack, Reverse and Bind Payloads, Working
with Msfvenom, Working with Msfconsole,
Firewall, About Firewall Operation, Blocking
Ports, Monitoring Devices

Level 3

These training modules take a deeper dive into the Cybersecurity landscape, focusing on the roles
and tasks of a Security Operations Center (SOC) Analyst, Windows forensics, and penetration
testing. This level equips learners with the knowledge and skills to detect, analyze, and respond to
security incidents using various tools and techniques.

SOC Analyst NX220

This SOC Operation module is designed for
SOC organizations to implement a SOC solution
and provide full guidance on the necessary skills
and procedures to operate it. The program
provides participants with all aspects of a SOC
team to keep the enterprise's adversary.

(Duration 40h)

Module 1: Windows Domain

This focused module centers on Sysmon, a
powerful Windows system monitoring tool. It
teaches learners how to use Sysmon for
comprehensive event logging, contributing to a
deeper understanding of Windows domain
operations.

Windows Server, Installing Windows Server,
Configuring Windows Server, Managing
Features, Windows Events, Sysmon, Windows
Domain, Installing AD DS, Configuring AD DS,
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Managing Domain Protocols, Working with
Group Policy, Working with Wireshark

Module 2: SOC Environment

This module includes the Firewalls
configuration and management using pfSense,
including the creation of firewall and NAT rules.
It involves real-time system monitoring and
explores Intrusion Detection and Prevention
Systems (IDS/IPS). Participants gain hands-on
experience with Snort, understanding rule
structures, configuration, and advanced traffic
analysis using the NAT feature.

Firewalls, pfSense Installation, Configuring FW
Rules, Configuring NAT Rules, Installing and
Managing Packages, Real-Time Monitoring,
IDS/IPS, Working with Snort, Snort Rules
Structure, Setting and Configuring Rules,
Passing Traffic using the NAT Feature,
Analyzing Advanced Rules

Module 3: Using the SIEM

This module guides participants through the
essential components of Security Information
and Event Management (SIEM). It initiates with
the exploration of ELK stack, covering event
monitoring, search methods, custom queries, and
alert settings. The latter part delves into Splunk,
teaching how to monitor events, the
fundamentals of Search Processing Language
(SPL).

ELK, Monitoring Events, Different Search
Methods, Custom Queries, Setting Alerts,
Splunk, Monitoring with Splunk, Splunk Alerts

Module 4: Threat Hunting

This module immerses participants into
advanced aspects of cybersecurity. It begins with
comprehensive log analysis, incorporating
advanced filtering and threat hunting via events
and MITRE ATT&CK. Participants work with
Sysmon and its configuration, followed by
exploring YARA for rule creation and threat
hunting.

Log Analysis, Analyzing Logs, Advanced
Filtering, MITRE ATT&CK, Hunting via
Events, Creating Hunting Rules, Sysmon,
Configuring XML Settings, Analyzing Sysmon
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Events, YARA, Rules Structure, Hunting with
YARA, Incident Response, IR Playbooks,
Investigating Files

Windows Forensics NX212

Windows Forensics plays a crucial role in
Cybersecurity. Trainees will understand the data
storage mechanisms of the Windows OS and
acquire the skills to conduct investigations
during and post cyber incidents.

(Duration 40h)

Module 1: Digital Data

This module explores file and disk handling,
encoding, and number systems, delving into
digital sizes and SSD features. It includes hands-
on training with a Hex Editor and teaches disk
and file viewing techniques. The section
proceeds to cover automatic carving, and
methods to examine system files and metadata
in Windows.

Files and Disks, Encoding, Number Systems,
Digital Sizes, Solid State Drive (SSD) Features,
Hex Editor, Working with Offsets, Viewing
Files, Viewing Disks, Automatic Carving,
Carving Methods, Automatic Carvers, Windows
System Files, Metadata, Viewing Metadata,
Modified Accessed Created, Editing Exif Data

Module 2: File Forensics

This module delves into steganography, teaching
how to identify, extract, and create hidden files.
It transitions into hard disk analysis, focusing on
system files and Master File Table (MFT)
analysis. It also imparts hands-on experience
with Forensic Toolkit (FTK), a crucial tool for
digital forensics. This module equips learners
with vital skills in data hiding and disk analysis.

Steganography, Identify Hidden Files,
Extracting Hidden Files, Creating Hidden Files,
Hard Disk Analysis, System Files, MFT
Analysis, Working with FTK

Module 3: Collecting Evidence

This module delves into the analysis of digital
artifacts. It focuses on registry analysis,
including data extraction and examination of
NTUSER.DAT files. The module concludes with
techniques for conducting a general search and
the use of registry viewers, thereby enhancing
learners' understanding of digital artifact
investigation.

Artifacts, Artifact Directories, Browsers,
Shadow Copies, Registry Analysis, Extracting
Data, NTUSER.DAT Analysis, General Search,
Registry Viewers
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Penetration Testing ZX301

The Penetration Testing training equips learners
with crucial skills to identify and exploit system
vulnerabilities. Covering data gathering, system
infiltration, post-breach techniques, and
emphasizing WebApp Security, this program
prepares participants to effectively safeguard
digital assets against cyber threats.

(Duration 40h)

Module 4: Analysis

This module delves into the complex realms of
memory, event, network, and malware analysis.
It imparts key skills for inspecting computer
memory, investigating system events, analyzing
network interactions, and examining malicious
software, thereby equipping learners with
critical abilities for cyber forensics
investigations.

Creating an Image, Working with Volatility,
Carving Data from RAM, Events Analysis,
Event Viewers, Setting Audit Policy, Custom
Search, Network Analysis, Service Protocol
Analysis, Identifying Darknet Connections,
Malware Analysis, Basic Static Analysis, Basic
Dynamic Analysis

Module 1: Collecting Information

This module empowers learners with
fundamental penetration testing skills. It
commences with Information Gathering,
enabling understanding of targeted systems.
Scanning follows, teaching detection of open
ports and services. Lastly, Enumeration provides
detailed system information, critical for crafting
effective cyberattack strategies.

Information Gathering, Whois and Dmitry,
Google and GHDB, Shodan CLI, DNS
Reconnaissance, Online Databases, Scanning,
Nmap Scanning, NSE Scripting, Enumeration,
Services, Msfconsole, Enumeration Tools,
Vulnerabilities Detection Methods, Nessus

Module 2: Exploitation

This module is focused on the practical aspects
of penetration testing, with a keen focus on
Exploitation. It starts by teaching the
methodologies to leverage vulnerabilities for
unauthorized system access. Further, it explores
payloads, which are pieces of code executed
post successful exploitation, providing crucial
insights into cyberattack mechanics.

Exploitation, Brute Force Tools, Exploits
Database, Msfconsole, Exploiting Manually,
Payloads, Msfvenom Payloads, Payloads
Automation, Meterpreter

Module 3: Post Exploitation
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Post exploitation tactics, used after gaining
unauthorized access, are explored, giving
insights into maintaining access, data extraction,
and covering tracks. Furthermore, it examines
social engineering, a human manipulation tactic
for information or access, underscoring the
human element in cybersecurity.

Local vs. Remote Exploits, Privilege Escalation,
Persistence, Disabling Security, Social
Engineering, Online Services, BeEF, Phishing
Frameworks, Advanced Techniques

Module 4: WebApp Security

This module sheds light on the crucial aspect of
safeguarding web applications. It navigates
through various aspects of web application
security, highlighting common vulnerabilities,
and providing effective strategies to counteract
them. A key focus is on securing data
transactions, user authentication processes, and
ensuring overall application integrity.

HTML Basics, About OWASP, XSS, LFI/RFI,
Brute Force, SQL Injection, Web Payloads,
Reverse Shell, Burp Suite, Proxy, Repeater,
Intruder, Encoder
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Level 4

This training offers a comprehensive journey through Linux, networking, network security, and
cyber security. It covers virtualization with a Linux focus, key networking protocols, and network
services. It further delves into network scanning and attack strategies, concluding with network
attacks, defense techniques, and firewall operations. This is an essential course for aspiring
Cybersecurity professionals.

Linux Forensics NX215

Dive deep into the realm of Linux Forensics
with this comprehensive course, designed to
equip participants with hands-on skills in data
acquisition, memory analysis, malware
detection, and more. Explore real-world
scenarios, understand the intricacies of the
Linux file system, and master advanced forensic
techniques. This course combines theory with
practical labs, ensuring a holistic understanding
of Linux-based digital investigations.

(Duration 40h)

Module 1: Linux Fundamentals

This module provides a comprehensive
introduction to Linux fundamentals, then delves
into the details of Linux services, including how
they are managed and configured. Finally, it
equips learners with scripting skills, vital for
automation and advanced tasks in Linux
environments.

Intro to Linux, Virtualization, Basic Commands,
System Files, Services, Installation,
Configuration Files, Logs Files, Scripting, File
Permissions, Linux Automation

Module 2: Analysis

Log Analysis, it details how to inspect Linux
logs for vital clues during an investigation. The
File Analysis section teaches methods to dissect
Linux file systems and extract meaningful data.
Finally, Network Analysis imparts techniques
for inspecting network traffic and identifying
suspicious patterns or anomalies, essential for
cyber investigations.

Log Analysis, Text Manipulation, Built-in Logs,
Logs Best Practice, File Analysis, Metadata,
Carving, Steganography, Calls, Network
Analysis, Wireshark, General Network Tools,
TShark Automation

Module 3: Collecting Evidence

The Artifact section instructs how to locate and
interpret Linux system artifacts, invaluable in
post-breach investigations. Live Analysis
imparts skills to scrutinize active systems,
identifying ongoing threats. The Analyzing
Images portion discusses methods to inspect and
interpret disk images, revealing concealed data
or evidence.

Artifacts, Hashes and Encodings, User Files,
Understanding Shells, System Files, Suspicious
User-Info, Live Analysis, Mounting Partitions,
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Dumping Memory, Cloning HDD, Log File
Advance Search, Captured Images, Working
with FTK, Detecting Hidden Files and
Directories

Module 4: Cyber Security

This module covers essential Network Protocols,
providing an understanding of their operations
and potential vulnerabilities. It then explores
Network Attacks, discussing various attack
vectors and strategies. Lastly, the module
introduces the concept of hardening, teaching
learners how to strengthen a Linux system
against possible threats.

Netcat, Different Uses, Network Protocols,
MiTM, Analyzing Traffic, Network Attacks,
SSH, FTP, Hardening

Network Forensics NX213

Network Forensics offers a deep dive into
network analysis and intrusion detection.
Participants will master packet analysis with
tools like Wireshark, explore the network
analysis framework Zeek, and tackle real-world
case investigations, from detecting network
anomalies to MiTM attacks. The course
concludes with a focus on mitigation strategies,
emphasizing the configuration and operation of
IPS and IDS systems like Sysmon and Snort.

(ITpombmxuTtennoct 40 yaca)

Module 1: Intrusion Detection

Delve into the core of networking with an in-
depth exploration of network protocols and
packet structures. Master advanced tools and
techniques, from Wireshark and TShark analysis
to GeolP integration and Scapy module
applications. Enhance your skills in intrusion
detection, packet crafting, and working with
IPv6.

Networking, Network Protocols, Packet
Structure, Netstat and ProcMon, SysInternal,
Intrusion Detection Methods, Wireshark
Advanced: Network Attacks, TShark Analysis,
GeolP Integration, Using the Scapy Module,
Crafting and Analyzing Packets, Working with
IPv6

Module 2: Network Analysis

Dive into the world of Zeek, a dynamic network
analysis framework. Master the art of
automating processes, monitoring data into logs,
and utilizing Zeek-Cut parsing. Enhance
investigative skills by replaying packets and
crafting detailed timelines.

Zeek, Output Logs, Automating Process,
Monitoring Data into Logs, Zeek-Cut Parsing,
Replaying Packets for Investigating, Creating a
Timeline

Module 3: Case Investigation
Embark on a comprehensive journey through
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network investigations, from understanding the
MiTM attack and identifying network anomalies
to mastering flow analysis. Delve into tools like
NetworkMiner and file carvers, and navigate the
intricacies of Wi-Fi, from capturing wireless
traffic to managing network access modes.

Investigation Process, MiTM Attack, Find
Network Anomalies, Flow Analysis, Network
File Carving, NetworkMiner, File Carvers,
Capturing Wireless Traffic, Gaining Access
Through Wi-Fi, HTTPS Traffic

Module 4: Mitigation

Deepen your understanding of network security
with IPS and IDS systems, focusing on their
operation and configuration. Dive into the world
of Sysmon, from installation to capturing
network events. Enhance your expertise with
tools like Snort, a cornerstone in intrusion
detection.

IPS and IDS, Sysmon, Installing and
Configuration Sysmon, Network Events,
IDS/IPS Operation Process, IDS/IPS
Configuration, Snort

Network Security ZX305

In this program, learners will explore various
network and organizational domain security
weaknesses using diverse network hacking
strategies. This exploration helps them
understand potential vulnerabilities and how to
counteract them.

(Duration 40h)

Module 1: Advanced Networking

This module explores various attacking
frameworks, providing an invaluable perspective
on potential cyber threats. This knowledge helps
learners to identify and address network
vulnerabilities effectively.

Network Security Fundamentals, Principles of
Network Security, Packet Tracer, Subnetting,
Network Protocols, DHCP, SMB, SMB2,
LLMNR, NBNS, Frameworks, Enumeration,
Exploitation, Pass-The-Hash (PTH), Responder,
Collecting Information, Cracking Passwords

Module 2: Active Directory

In this module, learners gain a comprehensive
understanding of domain setup, including
critical domain protocols and how they function.
Moreover, it also covers domain events,
providing insights into the various activities that
can occur within a domain. This knowledge
equips learners to manage and secure network
domains effectively.
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Domain Setup, Domain Installation, Domain
Services, Domain Protocols, Kerberos, LDAP,
Domain Events

Module 3: PowerShell

This module focuses on the extensive
capabilities of PowerShell in managing a
Windows environment. It guides learners
through essential PowerShell commands and
illustrates methods for efficient enumeration.

PowerShell Commands, PowerShell Text
Manipulation, PowerShell Event Logs,
PowerShell Enumeration

Module 4: Domain Exploitation

This module begins by scanning techniques to
identify vulnerabilities, followed by
enumeration methods for further probing. The
course then delves into exploitation techniques
to leverage these vulnerabilities and finally
explores post-exploitation tactics.

Scanning, Enumerating, Rpcclient, Exploitation,
Msfconsole, Impacket, CrackMapExec, Post
Exploitation, Mimikatz, PSexec, Golden Tickets,
Domain Security

Module 5: Cryptography
This module imparts knowledge of encryption
techniques used in Cybersecurity.

Encryptions Classic Encryptions, Modern
Encryptions

Level 5

These modules require a significant level of expertise and understanding of the cybersecurity
landscape. The levels represent a progression in skills, knowledge, and competencies needed, and
Level 5 denotes the stage where practitioners move from defensive to more proactive and
advanced strategies.

OSINT NX214 Module 1: The Internet

This module explores networking basics,
Open-source intelligence (OSINT) involves including internet structure, OSI and TCP/IP
methods and processes used to extract specific |models, and network devices. It covers network
information from vast data-rich open-source protocols, proxy layers, VPNs, DNS leakage
networks. This program instructs attendees on  |testing, and understanding domains and
methods to gather and evaluate data from a organizations. It culminates in learning about
myriad of available resources. Participants will |information extraction and conducting an
additionally gain insights into data acquisition |organization's reconnaissance.
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from the Darknet, social media, and various

other sources. Networking, The Internet Structure, The OSI
Model, The TCP/IP Model, Network Devices,
(Duration 40h) Network Protocols, Virtual Private Network

(VPN), DNS Leakage Testing, Domains and
Organizations, Extracting Details,
Reconnaissance of an Organization

Module 2: OSINT

This module provides an overview of Open-
Source Intelligence (OSINT), offering
instructions on creating an OSINT plan and
organizing data. It introduces various OSINT
tools, explores techniques for extracting
information from social networks, and
emphasizes understanding metadata in common
files and websites. Finally, it surveys different
types of OSINT sources.

Introduction to OSINT, Building OSINT Plan,
Categorizing and Cataloging Information,
Organizing and Formatting Data, OSINT Tools,
Online Tools and Frameworks, Extracting from
Social Networks, Searching for Information,
Dive into Metadata, Common Files Metadata,
Web Sites Metadata, Types of OSINT Sources

Module 3: The DarkNet

This module introduces the Darknet, its relation
to internet layers, and the contrast between the
surface and deep web. It guides you through
TOR installation and configuration, exploring
Darknet search engines, and managing security
concerns. The course also includes locating and
establishing hidden services and analyzing
Darknet databases.

Darknet Overview, Understanding Global
Internet Layers, Surface Web and Deep Web,
Installing and Configuration TOR, Darknet
Search Engines, Installation and Security
Concerns, Find Hidden Services, Creating
Hidden Services, Analyzing Databases from the
Darknet

Module 4: Automations

This module delves into automated OSINT,
beginning with an understanding of crawler
operations, and then provides guidance on
creating crawlers for URLs and the Darknet. It
further explores the realm of Bitcoin and digital
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wallets, discusses the validation process for
leaked databases, and concludes with a section
dedicated to the analysis of metadata.

Automated OSINT, How Crawlers Operate,
Creating URLs Crawlers, Creating Darknet
Crawlers, Bitcoin and Wallets, Validating
Leaked Databases, Analyzing Metadata

Threat Hunting NX223

Dive deep into the realm of Threat Hunting with
this comprehensive, hands-on training. Begin
with foundational concepts, then master
advanced techniques, from endpoint forensics to
network analysis. Engage in real-world
scenarios and labs, exploring everything from
machine learning applications to ethical
considerations. By the end, emerge as a skilled
threat hunter, adept at identifying and mitigating
evolving cybersecurity challenges.

(Duration 40h)

Module 1: Intro to Threat Hunting

Dive into threat hunting setup and strategies.
Understand proactive vs. reactive Cybersecurity,
explore the Cyber Kill Chain and MITRE
ATT&CK frameworks, and master tools like
SIEM and EDR. Harness threat intelligence
sources and simulate real-world threats in
configured labs.

Setting Up the Hunting Environment, Proactive
vs. Reactive Cybersecurity, Cyber Kill Chain
and MITRE ATT&CK Framework, SIEM, EDR,
and Threat Intelligence Platforms, Configuring a
Lab for Simulated Threats, Logs, Network
Traffic, and Endpoint Data, Sources of Threat
Intelligence, Feeding Intelligence into Hunting
Tools

Module 2: Practical Simulations

Delve into advanced threat hunting
methodologies, from hypothesis-driven tactics to
heuristic-based approaches. Master the art of
detecting network lateral movements, C2
communications, and data exfiltration attempts.
Enhance your skills in memory forensics,
uncovering persistence mechanisms, and
identifying elusive fileless malware techniques.

Hunting Techniques and Tactics, Hypothesis-
Driven Hunting, Pattern and Anomaly
Detection, Heuristic-Based Approaches,
Detecting Lateral Movement within a Network,
Command and Control (C2) Communications,
Identifying Data Exfiltration Attempts, Memory
Analysis and Forensics, Detecting Persistence
Mechanisms, Uncovering Fileless Malware
Techniques

Module 3: Network Hunting

Dive into network threat hunting, from deep
packet inspection to DNS monitoring. Identify
suspicious traffic, encrypted threats, and
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leverage machine learning techniques. Explore
insider threat detection, honeypot strategies, and
real-world breach analysis.
Deep Packet Inspection and Analysis, Baselining
Network Behavior, DNS Monitoring and
Analysis, Identifying Suspicious Traffic
Patterns, Uncovering Encrypted Threats, Threat
Hunting using Machine Learning, Hunting for
Insider Threats, Honeypots and Deception
Technologies, Analyzing Real-World Breaches
and APTs
Module 4: Response and Remediation
Embark on a journey through threat hunting and
incident response, delving into forensic analysis
and containment strategies. Master post-incident
evaluations, ensure continuous monitoring, and
integrate threat intelligence into hunting
practices. Conclude with robust backup and
disaster recovery protocols.
Threat Hunting and Incident Response, Forensic
Analysis, Containment and Mitigation
Strategies, Post-Incident Analysis, Continuous
Monitoring, Threat Intelligence in Threat
Hunting, Backup and Disaster Recovery

Offensive Python ZX322 Module 1: Python Networking

Embark on a comprehensive journey into
Python-based cybersecurity. Delve into Python
networking, covering sockets, banner grabbing,
and advanced tools like Nmap and Shodan.
Focus on packet crafting, teaching the intricacies
of Scapy, packet sniffing, and creating security
tools. Introduce WebApp Security, exploring
HTTP programming, web application security
measures, and techniques like spidering. Finally,
unveil the powerful features of Metasploit, from
working with payloads and reverse shells to
local attacks and keylogging.

(Duration 40h)

Dive into the foundational aspects of networking
with an introduction to sockets and connections
via TCP and UDP. Explore security tools and
techniques, from banner grabbing and port
scanning to leveraging libraries like
Cymruwhois and Faker. Master password
cracking methods, utilizing tools such as Nmabp,
Shodan, and specialized brute force attacks.

Introduction to Sockets, Connecting with TCP
and UDP, Banner Grabbing, Port Scanner,
Useful Libraries for Security, Cymruwhois,
Faker, Brute Force Attacks, Brute Force Zip
Attacks, FTP Cracker, Scanners, Nmap, Shodan

Module 2: Packet Crafting

Delve into the world of Scapy, a powerful tool
for packet manipulation and network analysis.
Master the art of sniffing, researching pcap files,
and automating tasks with Scapy. Enhance your
security toolkit by crafting and sending packets,
deploying port scanners, executing MiTM
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attacks, and designing bespoke security tools.

Scapy, Sniffing with Scapy, Researching Pcap
Files, Crafting Packets, Sending Packets,
Automation with Scapy, Port Scanners, MiTM
Attack, Creating Security Tools

Module 3: WebApp Security

HTTP programming, exploring the creation of
simple web servers and harnessing libraries like
Urllib, BeautifulSoup, and Requests. Dive
deeper into web application security, mastering
techniques such as setting user agents, managing
cookies, utilizing web proxies, and the art of
spidering.

HTTP Programming, Simple Web Server, Urllib,
BeautifulSoup, Requests, Web Application
Security, Setting the User Agent, Setting
Cookies, Using Web Proxy, Spidering

Module 4: Metasploit Features

Navigate the intricate world of payloads, from
mastering MSFVenom to understanding Python-
specific payloads. Delve into the mechanics of
reverse shells, including TCP and HTTP
variants, and grasp the importance of persistence
in cyber operations. Enhance your skillset with
techniques like upgrading shells, executing local
attacks, DNS poisoning, extracting passwords
from Chrome, and deploying keyloggers.

Working with Payloads, MSFVenom, The
Python Payload, TCP Reverse Shell Explained,
HTTP Reverse Shell Explained, Persistence
Explained, DDNS Reverse Shell, DNS Poison,
Extracting Passwords from Chrome, Keylogger

Level 6

Malware Analysis is key to developing effective defenses against malicious software. Cyber
Warfare skills are crucial for defending against large-scale digital threats, including state-
sponsored attacks. WebApp Security is vital in our increasingly digitized world, protecting web
applications from attacks. Mastery of these subjects equips professionals to defend against
advanced cyber threats, demonstrating their crucial importance in the cyber realm.

Malware Analysis NX232 Module 1: Intro to Malware Analysis
Basic Static Analysis examines a program's code
Malware Analysis is the study and close without executing it, enabling early
examination of malware to understand its identification of potential threats. Basic
origins, purpose, and potential impact on the Dynamic Analysis refers to the examination of a
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system. Malware analysts accomplish their tasks
using various tools and expert-level knowledge
to understand what a piece of malware can do
and how it does it.

(Duration 40h)

program during its execution, providing insights
into its real-time behavior and potential
vulnerabilities.

Basic Static, Types of Malwares, Understanding
the PE Format, Windows Libraries and
Processes, Setting a Sandbox, Building and
Configuring Virtual Machine, Malware Analysis
Tools, Basic Dynamic, Identifying Virtual
Machines, Searching for Ports, Testing Network
Traffic, Analyzing Processes, Registry Analysis,
Simulating Internet Services

Module 2: Malware Payloads

Malware Payloads refers to the part of the
malware that performs malicious actions, such
as data exfiltration or system damage.
Understanding payloads helps in assessing
threats and strategizing defenses. On the other
hand, YARA is a powerful tool used for creating
descriptions to identify and classify malware
based on textual or binary patterns, enhancing
malware detection capabilities.

Payloads, Different Spreading Methods,
Viewing Malware Activities, Executing
Persistence, Linux Malware Overview,
Detection, YARA Rules, Working with IMPHash

Module 3: General Analysis

Analyzing Network Connections involves
monitoring and reviewing network traffic to
detect anomalies or potential threats. Identifying
Malicious Activities equips learners to recognize
unusual system behaviors indicating potential
security breaches. Memory Analysis is the study
of data in a system's memory, often used to
detect sophisticated malware or investigate
incidents in digital forensics.

Analyzing Network Connections, Extracting
Files, Analyzing HTTP and HTTPS, Identifying
Malware Downloads, Identifying Malicious
Activities, Malware Attacks, Memory Analysis,
Identifying Malware, Extracting Malware

Module 4: Advanced Analysis

Assembly Language Basics provides a
groundwork understanding of low-level
programming critical for tasks like reverse
engineering. The Disassembler component
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allows the translation of machine language into
assembly code, enabling better comprehension
of a program's function. Advanced Dynamic
Analysis involves studying programs in
execution, a valuable method for understanding
complex malware behavior.

Assembly Language Basics, x86 Processor
Architecture, System calls, Basic Assembly x86
Programming, Disassembler, Analyzing
Malware with IDA Pro, Advanced Dynamic
Analysis, Understanding Debuggers, Running
Malware in OllyDbg

Cyber Warfare ZX310

Dive into advanced Cybersecurity modules,
starting with domain attacks and mastering tools
like Mimikatz and post-exploitation techniques.
Explore red-team operations, emphasizing
domain techniques, persistence, and social
engineering. Delve into [oT security,
understanding vulnerabilities, and data
extraction. Finally, immerse in embedded OS,
learning about firmware emulation, deployment
automation, and various IoT exploitation
methods.

(Duration 40h)

Module 1: Domain Attacks

Delve into comprehensive network security,
starting with advanced reconnaissance and
passive scanning techniques. Master tools like
Mimikatz, understand the nuances of fileless
attacks, and buffer overflows. Dive deeper into
post-exploitation strategies, from configuring
payloads to automating processes, ensuring a
thorough grasp of privilege escalation and
process injection.

Analyzing the Network, Advanced Recon and
Scanning, Working with CVE, Mimikatz,
Manual Exploitation, Fileless Attacks, Buffer
Overflow, Configuring Payloads, Analyzing
Local Exploits, Privilege Escalation, Process
Injection, Automating Post Attacks

Module 2: Red-Team Techniques

Master port forwarding and data exfiltration to
understanding lateral movements. Dive into
redteam strategies, leveraging frameworks like
C2, and fortify defenses against threats. Enhance
skills in social engineering, setting up phishing
servers, and crafting malicious files for
comprehensive Cybersecurity preparedness.

Lateral Movement, Port Forwarding and
Exfiltration, Persistence Techniques, Detection
and Defenses, Red Team Frameworks, C2
Framework, Persistence, Social Engineering
Techniques, Setting Phishing Servers, Creating
Malicious Files

Module 3: Intro to IoT Security
Learn to collect and extract crucial data,
pinpoint IoT vulnerabilities, and grasp
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fundamental concepts. Delve into the intricacies
of embedded OS, firmware understanding, and
attack surface mapping. Enhance your expertise
by setting up virtual machines, mounting file
systems, and detecting hardcoded secrets.

Finding IoT Device, Advanced Shodan Use,
Collecting and Extracting Data, Identifying IoT
Vulnerabilities, Fundamental Concepts, Setting
your VM, Introduction to Embedded OS,
Understanding Firmware, Attack Surface,
Mapping IoT Attack Surface, Mounting File
Systems, Identifying Hardcoded Secrets

Module 4: Embedded OS

Delve into 10T system file analysis, firmware
emulation, and the deployment of Firmadyne.
Enhance your skills in weaponizing and
backdooring firmware. Dive deeper into IoT
exploitation techniques, from utilizing Burp to
mastering command injections and bruteforce
attacks.

Introduction to Embedded OS, Working with
SquashFS, Analyzing IoT System Files,
Emulating Firmware Binary, Working with
QEMU, Deploying Firmadyne, Automating the
Deployments, Weaponizing Firmware,
Backdooring a Firmware, Exploitation IoT with
Burp

WebApp Security ZX311

Dive into foundational WebApp architecture,
security best practices, and advanced web
protocols. Progress into the intricacies of web
languages, emphasizing the security aspects of
JavaScript, database creation, and SQL injection
techniques. Enhance your expertise in
identifying vulnerabilities, mastering tools like
Burpsuite, and exploring advanced XSS
techniques. Conclude with hands-on penetration
testing, from privilege escalation to WordPress
application security.

(Duration 40h)

Module 1: Introduction to Web App

Dive into the core of web application security,
starting with foundational WebApp concepts and
architecture. Master the intricacies of client-
server interactions, enhance security through
fingerprinting techniques, and fortify admin
interfaces. Delve deeper into web development
best practices, from HTMLS5 security features to
PHP guidelines, and understand the nuances of
advanced HTTP response codes.

WebApp Concepts, Web Application
Architecture, Client, Server, and Database,
Fingerprinting & Reconnaissance Techniques,
Securing the Admin Interface, Hardening the
Admin Interface, Parameter Tampering,
Implementing & Auditing HTTPS Encryption,
WebApp Basics, HTMLS5 Features & Security,
PHP Security Best Practices, HTTP/2 & HTTP/3
Response Codes
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Module 2: Web Languages

Master the security aspects of web development,
focusing on JavaScript’s role for professionals.
Understand dynamic HTML manipulation, form
hijacking, and modern social engineering
threats, data parsing techniques across HTML,
JSON, and XML, and delve deep into SQL
databases, from creation to advanced injection
exploitation techniques.

JavaScript for Security Professionals, Dynamic
HTML Manipulation, Form Hijacking, Social
Engineering: Modern Threats & Defenses,
HTML, JSON, and XML Parsing Techniques,
Creating SQL Databases, Understanding SQL
Injection, Exploiting SQL Injection, Exploiting
Blind SQL Injection

Module 3: Web Vulnerabilities

Deepen your expertise in web security with tools
like Burpsuite, advancing to mastery with its Pro
version and extensions. Grasp brute force
defenses, command injection mitigation, and
sophisticated user enumeration methods. Dive
into file inclusion techniques, both local and
remote, and enhance your skills in XSS,
exploring its advanced exploitation strategies.

Working with Burpsuite, Mastering Burpsuite
Pro & Extensions, Brute Force Techniques &
Defenses, Command Injection Exploitation,
Advanced User Enumeration, Local & Remote
File Inclusion, Working with XSS, Advanced
XSS Techniques

Module 4: WebApp Penetration

Embark on a comprehensive exploration of web
application attacks. Delve deep into privilege
escalation, directory traversal exploitation, and
the intricacies of Local and Remote File
Inclusion (LFI & RFI). Master advanced
techniques from file inclusion to reverse shell
tactics, manual SQL injection strategies, and
format string vulnerabilities. Conclude with
hands-on WordPress application security testing.

Attacks In-Depth, Privilege Escalation
Techniques, Exploiting Directory Traversal,
Deep Dive into LFI & RFI, Upload Mechanisms
& Bypass, File Inclusion to Reverse Shell,
Manual SQL Injection Techniques, Format
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String Vulnerabilities, WordPress Application
Testing

Level 7

In the realm of Cybersecurity, Reverse Engineering is vital to dissecting malicious software and
understanding its mechanisms. This skill allows for the development of targeted security measures.
Similarly, Exploit Development is a crucial component of Cybersecurity. It pertains to the creation

of software that can target specific vulnerabilities, often found through reverse engineering.
Mastery in these areas enables professionals to preemptively mitigate threats, signifying their
substantial importance in Cybersecurity.

Reverse Engineering NX233

This reverse engineering program, specifically
tailored for the modern cyber expert. This
meticulously designed program delves deep into
the analysis of both Windows and Linux
executables. From the foundational principles of
binary structures to the hands-on techniques of
real-world software threat mitigation,
participants will be equipped with a robust skill
set, mastering a plethora of tools and strategies
that ensure proficiency in deciphering,
understanding, and counteracting software
vulnerabilities and malicious threats.

(Duration 40h)

Module 1: Reverse Engineering

Begin with a deep dive into the foundational
pillars of reverse engineering, understanding its
pivotal role in today's cybersecurity landscape.
Participants will set up a dedicated lab
environment, ensuring a hands-on approach
from the get-go. The module will also introduce
the core concepts of binary structures, file
formats, and the nuances of various assembly
languages, laying the groundwork for advanced
exploration.

Foundations of Reverse Engineering, Setting Up
the Lab, Essential Tools and Software, Isolating
the Lab and Ensuring Data Integrity,
Introduction to Executables and Libraries,
Understanding Binary Structures and Headers,
Assembly Language Primer, Basics of x86, x64,
and ARM

Module 2: Static/Dynamic Analysis

Transition into the world of code analysis, both
from a static perspective, where code is
dissected without execution, and dynamically,
observing software behavior in real-time. This
module is designed to provide participants with
a thorough understanding of renowned reverse
engineering tools and methodologies. Special
emphasis will be placed on techniques like
unpacking and deobfuscation, crucial for
deciphering complex and obfuscated software
constructs.

Introduction to Code Disassembly,
Understanding Control Flow Graphs, Dynamic
Analysis Essentials, Setting up a Debugger,
Breakpoints, Stepping, and Memory Inspection,
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Monitoring System Calls and Network Activity,
IDA Pro: Features, Shortcuts, and Plugins,
Ghidra: Open-source Powerhouse, OllyDbg,
GDB, and Radare2, Unpacking and
Deobfuscation, Introduction to Packed and
Obfuscated Code, Techniques and Tools for
Unpacking

Module 3: Advanced RE

This module offers a comprehensive exploration
of both Windows and Linux operating systems,
focusing on their unique challenges and threats.
Participants will analyze platform-specific
malware, understand system and API calls, and
dive into the complexities of kernel-level reverse
engineering, ensuring a holistic understanding of
both platforms.

Windows Deep Dive, Understanding Windows
API Calls, System Libraries and Their
Significance, Malware Analysis Techniques,
Windows Kernel Reverse Engineering, Linux
Deep Dive, Linux System Calls Monitoring,
Shared Libraries, Linux Malware and Rootkits
Detection, ELF Binary Analysis Techniques

Module 4: Real-World RE

The module will introduce the art of
vulnerability identification from software
patches, offering insights into the world of
software updates and their security implications.
Additionally, a significant portion will be
dedicated to the ethical dimensions of reverse
engineering, ensuring participants are well-
versed in the moral and legal boundaries of their
expertise.

Practical Scenarios, Analyzing Real-world
Malware Samples, Bypassing Protections,
Introduction to Software Patches, Identifying
Vulnerabilities, Case Studies: Famous
Vulnerabilities, Efficiency through Automation

Exploit Development ZX331

Dive deep into the intricate and fascinating
world of exploit development with our
comprehensive course. From foundational
programming principles to the advanced
nuances of exploitation techniques, this course is
designed to equip you with the skills and

Module 1: Exploit Development

Begin your exploit development journey by
immersing yourself in the foundational
elements. This module provides a thorough
grounding in essential programming languages
like C and Assembly x86. By understanding the
core principles and structures of these
languages, you'll be wellprepared to delve into
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knowledge to master the art of identifying
vulnerabilities and crafting precise exploits.
With hands-on exercises and expert guidance,
you'll be primed to secure systems effectively
and navigate the ever-evolving landscape of
cybersecurity.

(Duration 40h)

the more advanced aspects of exploit
development in subsequent modules.

Introduction To Exploit Development, Exploit
Development Landscape, Basic Rules and Focus
Areas, C Programming Crash Course, C
Programming Fundamentals, Functions And
Their Significance, Pointers And Their
Applications, Code Structures and Best
Practices, Utilizing C Libraries, Assembly X86,
X86 Processor Architecture, Understanding
Buses and Data Traffic, Syscalls Table and Its
Significance, Basic Assembly X86
Programming Techniques

Module 2: Buffer Overflow Attacks

Step into the intricate world of buffer overflow
attacks. This module delves deeply into both
basic and advanced overflow techniques,
offering a comprehensive understanding of
memory manipulation and its role in
exploitation. Through practical examples and
exercises, you'll learn how vulnerabilities arise
and the methodologies to exploit them
effectively.

Basic Buffer Overflow Attacks, Anatomy Of a
Program in Memory, Process Memory
Organization, Stack Overflow and Its
Components, Format Strings Vulnerability,
Advanced Buffer Overflow Attacks, Heap
Overflow and Its Intricacies, Advanced
Overflow Techniques, Remote Attacks and Their
Significance

Module 3: Shellcode & Exploits

Elevate your skills with an in-depth exploration
of shellcoding and Linux executable
exploitation. This module not only provides
theoretical knowledge but also emphasizes
hands-on experience. You'll craft shellcodes,
exploit misconfigured C-code programs, and
gain a robust understanding of real-world
vulnerabilities and the techniques to address
them.

Writing Shellcodes, Background Information on
Shellcodes, Shellcode Development, Linux And
Windows Shellcoding, Printable Shellcode and
Its Applications, Linux Executables
Exploitation, Analyzing Misconfigured C-Code,
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Exploiting System/Directory Permissions,
Exploiting Local Network Services

Module 4: Exploitation

Push the boundaries of your exploit
development capabilities with this advanced
module. Dive into the complexities of memory
manipulation, explore powerful tools, and
harness sophisticated methodologies to identify
and exploit vulnerabilities across a range of
platforms.

Advanced Memory Manipulation, Heap
Structure and Functionality, Hijacking
Techniques and Data Overwrite, Advanced
Memory Manipulation, Exploitation Tools and
Techniques, Tools For Exploit Development,
Finding Vulnerabilities and Exploiting,
Advanced Shellcoding Techniques

Intro to ICS CX401

Delve into a comprehensive overview of
Industrial Control Systems (ICS), distinguishing
between IT and OT landscapes. Explore the
intricacies of ICS systems, from the differences
between DCS and SCADA to components like
HMI, Supervisory Systems, RTUs, and PLCs.
Shift focus to ICS protocols, shedding light on
the ICS network, prominent protocols like
Modbus and DNP3, and the nuances of ICS
network analysis. Conclude with insights into
ICS security, encompassing both physical and
digital security measures, challenges across the
ICS lifecycle, and hands-on exercises in
scanning, network attack analysis, and data
enumeration.

(Duration 40h)

Module 1: ICS Overview

Dive into the world of Industrial Control
Systems (ICS), distinguishing between IT and
OT environments. Understand the nuances
between DCS and SCADA, exploring key
components like the Human Machine Interface
(HMI), Supervisory Systems, RTUs, and PLCs.

IT vs. OT, Types of ICS Systems, DCS vs.
SCADA, SCADA components, Human Machine
Interface (HMI), Supervisory System, Remote
Terminal Units (RTUs), Programmable Logic
Controller (PLCs)

Module 2: ICS Protocols

Explore the intricacies of the ICS network
landscape, delving into established ICS
protocols. Gain insights into prominent
protocols such as Modbus and DNP3 and master
the art of ICS network analysis.

ICS Network, Known ICS Protocols, Modbus,
DNP3, ICS Network Analysis

Module 3: ICS Security

Delve into the realm of ICS security, starting
with foundational concepts and branching into
both physical and digital protective measures.
Understand the unique challenges across the ICS
lifecycle. Engage in hands-on exercises, from
scanning devices and analyzing network threats
to enumerating ICS data and tampering with
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registers.

ICS Security Overview, Basic Security
Concepts, Physical Security, Digital Security,
ICS Lifecycle Challenges, Hands-On, Scanning
Devices, Analyzing Network Attacks,
Enumerating ICS Data, Tempering with
Registers
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